
 

    
   

    
    

  

 
 

  
 

 
   

   

  
 

  

   
   

   
   

     
   

  
  

  
      

  

      
   

      
    

  
   

     
    

  

NON-EXCHANGE ENTITY AGREEMENT 

This Non-Exchange Entity Agreement (this “Agreement”) is made by and between the Maryland 
Health Benefit Exchange, a public corporation and independent unit of the government of the State of 
Maryland (“MHBE”) and ____________________________ (the “Non-Exchange Entity”), as of the 
Effective Date defined below.  Each of MHBE and the Non-Exchange Entity is a “Party” to this 
Agreement and shall collectively be known as the “Parties”. 

RECITALS 

WHEREAS, MHBE is a state-based exchange established pursuant to the Patient Protection and 
Affordable Care Act of 2010 (Pub. L. 111-148) as amended by the Health Care and Education 
Reconciliation Act of 2010 (Public Law No. 111-152) (together with regulations promulgated pursuant 
thereto, the “ACA”), and particularly pursuant to 45 C.F.R. § 155.110, as well as pursuant to Title 31 of 
the Insurance Article of the Maryland Code Annotated, and 

WHEREAS, the Non-Exchange Entity submitted a proposal in response to that certain Maryland 
Health Benefit Exchange Request for Proposals: ________________________[Name of RFP], 
Solicitation No. __________________ (the “RFP”); and 

WHEREAS, the Non-Exchange Entity has been notified of award or awarded a contract (the 
“Underlying Agreement”) pursuant to the RFP; and 

WHEREAS, the execution of this Agreement is required pursuant to the RFP, which is 
incorporated into the Underlying Agreement and is a part thereof; and 

WHEREAS, MHBE and the Non-Exchange Entity enter into this Agreement effective as of the 
effective date of the Underlying Agreement (the “Effective Date”), pursuant to which the Non-Exchange 
Entity shall provide services to perform the functions set forth in the Underlying Agreement, as well as in 
any subsequent Task Orders issued pursuant to the Underlying Agreement; and 

WHEREAS, the contractual relationship between MHBE and the Non-Exchange Entity set forth 
in the Underlying Agreement may involve access to Personally Identifiable Information (“PII”), as that 
term is defined herein, for purposes authorized under the ACA and, more particularly, under 45 C.F.R. § 
155.200; and 

WHEREAS, the Non-Exchange Entity’s access to PII submitted to the Exchange shall make the 
entity a “Non-Exchange Entity”, as that term is defined in 45 C.F.R. § 155.260(b)(1); and 

WHEREAS, for good and lawful consideration as set forth in the Underlying Agreement, MHBE 
and the Non-Exchange Entity each acknowledge and agree that they enter into this Agreement for the 
purposes, among others as may be detailed herein, of ensuring the confidentiality, privacy and security of 
data accessed by the Non-Exchange Entity or exchanged between the Parties under this Agreement  and 
compliance with the requirements of the ACA, including 45 C.F.R. § 155.260(b)(2) and, regardless of 
whether otherwise applicable to the Non-Exchange Entity, 45 C.F.R. § 155.270(a); and 
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WHEREAS, this Agreement supersedes and replaces any and all Business Associate Agreements, 
Trading Partner Agreements or Non-Exchange Entity Agreements the Non-Exchange Entity and MHBE 
may have entered into prior to the date hereof; 

NOW THEREFORE, the premises having been considered with acknowledgement of the mutual 
promises and of other good and valuable consideration herein contained, the Parties, intending to be 
legally bound, hereby agree as follows: 

AGREEMENT 

A. Recitals. The Recitals are true and correct in all respects, are incorporated into this 

Agreement and form a part of this Agreement.
 

B. Definitions. For purposes of this Agreement, the Parties agree that the following 

definitions apply, regardless of whether the identified word is capitalized herein:
 

1. “Breach” shall mean the compromise, unauthorized disclosure, unauthorized acquisition, 
unauthorized access, loss of control, or any similar term or phrase that refers to situations where persons 
other than authorized users or for an other than authorized purpose have access or potential access to 
personally identifiable information, whether physical or electronic. 

2. “Incident” shall mean the act of violating an explicit or implied security policy, which 
includes attempts (either failed or successful) to gain unauthorized access to a system or its data, 
unwanted disruption or denial of service, the unauthorized use of a system for processing or storage of 
data; and changes to system hardware, firmware, or software characteristic’s without the owner’s 
knowledge, instruction or consent.  Incidents include the loss of data through theft or device 
misplacement, loss or misplacement of hardcopy documents, and misrouting of mail, all of which may 
have the potential to put the data at risk of unauthorized access, use, disclosure, modification or 
destruction. While certain adverse events (e.g., floods, fires, electrical outages, excessive heat, etc.) can 
cause system crashes, they are not considered incidents.  An incident becomes a breach when there is the 
loss of control, compromise, unauthorized disclosure, unauthorized acquisition, unauthorized access, or 
any similar term referring to situations where persons other than authorized users and for an other than 
authorized purpose have access or potential access to personally identifiable information, whether 
physical or electronic. 

3. “Personally Identifiable Information” or “PII” shall mean personally identifiable 
information as defined by OMB Memorandum M-07-16 (May 22, 2007) (“PII refers to information 
which can be used to distinguish or trace an individual’s identity, such as their name, social security 
number, biometric records, etc., alone, or when combined with other personal or identifying information 
which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden 
name, etc.”). 

4. “Unsecured PII” shall include, but not be limited to, electronic PII that is not encrypted 

by use of an algorithmic process to transform data into a form in which there is a low probability of
 
assigning meaning without use of a confidential process or key.
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C. Permitted Uses and Disclosure of PII by the Non-Exchange Entity. 

1. Non-Exchange Entity may only use or disclose PII as necessary to perform the services 
set forth in the Underlying Agreement or as required by law. 

2. Non-Exchange Entity agrees to make uses and disclosures and requests for PII consistent 
with MHBE’s policies and procedures regarding minimum necessary use of PII. 

3. Non-Exchange Entity shall not use or disclose PII in a manner that would violate 45 
C.F.R. § 155.260 if done by MHBE. 

4. Except as otherwise limited in this Agreement, Non-Exchange Entity agrees to disclose 
PII for the proper management and administration, or legal responsibilities of the Non-Exchange Entity 
only when (i) such disclosures are required by law, or (ii) Non-Exchange Entity obtains reasonable 
assurances from the person to whom the information is disclosed that the information will remain 
confidential and used or further disclosed only as required by law or for the purpose for which it was 
disclosed to the person, and the person notifies the Non-Exchange Entity of any instances of which it is 
aware in which the confidentiality of the information has been breached. 

5. Non-Exchange Entity shall not directly or indirectly receive remuneration in exchange 
for any PII of an individual. For the avoidance of doubt, this provision shall not preclude Non-Exchange 
Entity from receiving payment for the provision of services set forth in the Underlying Agreement or 
that are required by law. 

6. Non-Exchange Entity shall not use or disclose PII for the purposes of marketing a 
product or service unless necessary to perform the services set forth in the Underlying Agreement or 
required by law.  For the purposes of this provision, “marketing” shall mean a communication about a 
product or service that encourages recipients of the communication to purchase or use the product or 
service. 

D. Duties of the Non-Exchange Entity Relative to PII. 

1. The Non-Exchange Entity shall not use or disclose PII other than as permitted or required 
by the Agreement or as required by law. 

2. The Non-Exchange Entity shall use appropriate administrative, technical and physical 
safeguards to protect the privacy of PII including, without limitation, by storing electronic PII in 
encrypted format. 

3. Non-Exchange Entity shall use privacy and security standards at least as protective as 
MHBE has established and implemented for itself.  For example, and without limitation, Non-Exchange 
Entity shall comply with the standards, implementation specifications, operating rules, and code sets 
adopted in 45 C.F.R. Parts 160 and 162, regardless of whether otherwise made applicable to Non-
Exchange Entity pursuant to 45 C.F.R. § 155.270(a), to provide for the secure exchange of PII and to 
prevent use or disclosure of PII other than as provided in the Agreement. Further, Non-Exchange Entity 
shall: 
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a.	 Comply with the Minimum Acceptable Risk Standards for Exchanges (MARS
E) as published in the following suite of documents: (1) Harmonized Security 
and Privacy Framework – Exchange Reference Architecture Supplement; (2) 
Minimum Acceptable Risk Standards for Exchanges – Exchange Reference 
Architecture Supplement; (3) Catalog of Minimum Acceptable Risk Controls 
for Exchanges – Exchange Reference Architecture Supplement; (4) ACA 
System Security Plan Procedures; (5) ACA System Security Plan Template; 
(6) ACA System Security Plan Workbook; and (7) IRS ACA Safeguard 
Procedures Report Template. 

b.	 Implement administrative, physical and technical safeguards to protect PII accessed 
pursuant to this Agreement and the Underlying Agreement from loss, theft or 
inadvertent disclosure. 

c.	 Safeguard PII at all times, regardless of whether or not the Non-Exchange Entity’s 
employee, contractor, or agent is at his or her regular duty station. 

d.	 Ensure that laptops and other electronic devices/media containing PII are encrypted 
and/or password protected. 

e.	 Send emails containing PII only if encrypted and being sent to and being received by 
email addresses of persons authorized to receive such information. 

f.	 Limit disclosure of the information and details relating to a PII loss only to those with 
a need to know. 

g.	 Restrict access to PII only to those authorized employees, contractors, and agents 
who need such data to perform their official duties in connection with purposes 
identified in this Agreement and the Underlying Agreement; such restrictions shall 
include, at a minimum, role-based access that limits access to those individuals who 
need it to perform their official duties in connection with the uses of data authorized 
in this Agreement and the Underlying Agreement (“authorized users”). Further, the 
Non-Exchange Entity shall advise all users who will have access to the data provided 
under this Agreement and the Underlying Agreement of the confidential nature of the 
data, the safeguards required to protect the data, and the civil and criminal sanctions 
for noncompliance contained in the applicable State and federal laws. 

4. Non-Exchange Entity shall monitor, periodically assess, and update its security controls 
and related system risks, to ensure the continued effectiveness of those controls. 

5. Non-Exchange Entity shall inform MHBE of any change in its administrative, technical 
or operational environments to the extent any are material in the Underlying Agreement. 

6. Non-Exchange Entity shall require any agents or downstream entities to which access to 
PII is granted in connection with the Underlying Agreement to adhere to the same privacy and security 
standards and obligations to which Non-Exchange Entity hereby agrees. 

7. Non-Exchange Entity shall report to MHBE any use or disclosure of PII not permitted by 
this Agreement or required by law, including any Breaches of PII of which it becomes aware. Non-
Exchange Entity further agrees to report to MHBE any Incident of which it becomes aware without 
unreasonable delay, and in no case later than five (5) calendar days after the Incident. Further, Non-
Exchange Entity shall report all suspected or confirmed Incidents involving loss or suspected loss of PII 
to MHBE within one (1) hour of discovery.  
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8. If the use or disclosure amounts to a Breach of Unsecured PII, the Non-Exchange Entity 
shall ensure its report: 

a. Is made to MHBE without unreasonable delay and in no case later than 
fifteen (15) calendar days after the Incident constituting the Breach is first known, except where a law 
enforcement official determines that a notification would impede a criminal investigation or cause 
damage to national security.  For the avoidance of doubt, Non-Exchange Entity must notify MHBE of an 
incident involving the acquisition, access, use or disclosure of PII in a manner not permitted under 45 
C.F.R. § 155.260 or this Agreement within five (5) calendar days after an Incident even if Non-
Exchange Entity has not conclusively determined within that time that the Incident constitutes a Breach 
as defined by this Agreement; 

b. Includes the names of the individuals whose unsecured PII has been, or 
is reasonably believed to have been, the subject of a Breach; 

c. Is in substantially the same form as EXHIBIT 1 attached hereto; and 

d. Includes a draft letter for MHBE to review and approve prior to Non-
Exchange Entity’s notification of the affected individuals that their unsecured PII has been, or is 
reasonably believed to have been, the subject of a Breach.  The notification must include, to the extent 
possible: 

i) A brief description of what happened, including the date of the 
Breach and the date of the discovery of the Breach, if known; 

ii) The types of Unsecured PII that were involved in the Breach 
(such as full name, Social Security number, date of birth, home 
address, account number, or other types of information that were 
involved); 

iii) Any steps the affected individuals should take to protect 
themselves from potential harm resulting from the Breach; 

iv) The toll-free telephone numbers and addresses for the major 
consumer reporting agencies; 

v) The toll-free telephone numbers, addresses and web site 
addresses for (1) the Federal Trade Commission; and (2) the 
Maryland Office of the Attorney General; 

vi) A brief description of what MHBE and the Non-Exchange Entity 
are doing to investigate the Breach, to mitigate losses, and to 
protect against any further Breaches; and 

vii) Contact procedures for the affected individuals to ask questions 
or learn additional information, which shall include a telephone 
number, toll-free telephone number if one is maintained and 
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postal address and may include an email address and web-site 
address. 

9. To the extent permitted by the Underlying Agreement, Non-Exchange Entity may use 
agents and subcontractors. The Non-Exchange Entity shall ensure that any subcontractors or agents that 
create, receive, maintain, or transmit PII on behalf of Non-Exchange Entity agree to the same 
restrictions, conditions and requirements that apply to Non-Exchange Entity with respect to such 
information. 

10. Non-Exchange Entity agrees to maintain and make available the information required to 
prove an accounting of disclosures of PII to MHBE or, as directed by MHBE, to an individual. 

11. Non-Exchange Entity agrees to make its internal practices, books, and records, including 
PII, available to MHBE and/or the Secretary of the U.S. Department of Health and Human Services for 
purposes of determining compliance with the ACA’s privacy and security regulations as well as with the 
standards MHBE has established pursuant to 45 C.F.R. § 155.260, as set forth in 45 C.F.R. § 155.280(a). 

12. Non-Exchange Entity agrees to mitigate, to the extent practicable, any harmful effect 
known to Non-Exchange Entity of a use or disclosure of PII by Non-Exchange Entity in violation of the 
requirements of this Agreement. 

E. Term and Termination. 

1. Term. The Term of this Agreement shall be effective as of the Effective Date defined 
above and shall terminate when all of the PII provided by MHBE to the Non-Exchange Entity, or the PII 
created or received by Non-Exchange Entity on behalf of MHBE, is destroyed or returned to MHBE, in 
accordance with the termination provisions in this Section E, or on the date MHBE terminates for cause 
as authorized in paragraph (2) of this Section, whichever is sooner. If it is impossible to return or destroy 
all of the PII provided by MHBE to Non-Exchange Entity, or the PII created or received by Non-
Exchange Entity on behalf of MHBE, Non-Exchange Entity’s obligations under this contract shall be 
ongoing with respect to that information, unless and until a separate written agreement regarding that 
information is entered into with MHBE. 

2. Termination. Upon MHBE's knowledge of a material breach of this Agreement by Non-
Exchange Entity, MHBE: 

a.	 Shall provide an opportunity for Non-Exchange Entity to cure the breach or end the 
violation and, if Non-Exchange Entity does not cure the breach or end the violation 
within the time specified by MHBE, may terminate this Agreement; or 

b.	 May immediately terminate this Agreement if Non-Exchange Entity has breached a 
material term of this Agreement and MHBE determines or reasonably believes that 
cure is not possible. 

3. Effect of Termination.  
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a. Upon termination of this Agreement, for any reason, Non-Exchange Entity shall 
return or, if agreed to by MHBE, destroy all PII received from MHBE, or created, maintained, or received 
by Non-Exchange Entity on behalf of MHBE, which the Non-Exchange Entity maintains in any form.  
Non-Exchange Entity shall retain no copies of the PII.  This provision shall apply to PII that is in the 
possession of subcontractors or agents of Non-Exchange Entity.  

b. Should Non-Exchange Entity make an intentional or grossly negligent Breach of 
PII in violation of this Agreement or applicable law, MHBE shall have the right to immediately terminate 
any contract, other than this Agreement, then in force between the Parties, including the Underlying 
Agreement. 

4. Survival. The obligations of Non-Exchange Entity under this Section shall survive the 
termination of this Agreement. 

F. Consideration.  Non-Exchange Entity recognizes that the promises it has made in this 

Agreement shall, henceforth, be detrimentally relied upon by MHBE in choosing to continue or
 
commence a business relationship with Non-Exchange Entity.
 

G. Remedies in the Event of Breach. Non-Exchange Entity hereby recognizes that 
irreparable harm will result to MHBE, and to the business of MHBE, in the event of breach by Non-
Exchange Entity of any of the covenants and assurances contained in this Agreement.  As such, in the 
event of breach of any of the covenants and assurances contained in Sections C or D above, MHBE shall 
be entitled to enjoin and restrain Non-Exchange Entity from any continued violation of Sections C or D.  
Furthermore, in the event of breach of Sections C or D by Non-Exchange Entity, MHBE is entitled to 
reimbursement and indemnification from Non-Exchange Entity for MHBE’s reasonable attorneys’ fees 
and expenses and costs that were reasonably incurred as a proximate result of Non-Exchange Entity’s 
breach.  The remedies contained in this Section G shall be in addition to, not in lieu of, any action for 
damages and/or any other remedy MHBE may have for breach of any part of this Agreement or the 
Underlying Agreement or which may be available to MHBE at law or in equity. 

H. Modification; Amendment. This Agreement may only be modified or amended through 
a writing signed by the Parties and, thus, no oral modification or amendment hereof shall be permitted.  
The Parties agree to take such action as is necessary to amend this Agreement from time to time as is 
necessary for MHBE to comply with the requirements of the ACA and, were it to become or imminently 
be applicable, the Health Insurance Portability and Accountability Act of 1996, as amended, together 
with all regulations promulgated thereto, and any other applicable law. 

I. Interpretation of this Agreement in Relation to Other Agreements Between the 
Parties.  Should there be any conflict between the language of this Agreement and any other contract 
entered into between the Parties (either previous or subsequent to the date of this Agreement), the 
language and provisions of this Agreement shall control and prevail unless the Parties specifically refer 
in a subsequent written agreement to this Agreement by its title and date and specifically state that the 
provisions of the later written agreement shall control over this Agreement. 

J. Governing Law. This Agreement shall be governed and construed in accordance with 
the laws of the State of Maryland, including, without limitation, Title 12 of the State Government Article 
of the Annotated Code of Maryland, but without regard to its choice of law provisions. This Agreement 
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________________________________ 

is not intended to modify the Parties’ respective obligations to comply with all applicable federal, state 
and local laws, rules, and regulations, including but in no way limited to any and all laws, rules, and 
regulations related to privacy protection and confidentiality. 

K. Miscellaneous. 

1. Ambiguity.  Any ambiguity in this Agreement shall be resolved to permit MHBE 
to comply with the ACA and its provisions with respect to the privacy and security of personally 
identifiable information. 

2. Regulatory References.  A reference in this Agreement to a section in the ACA, 
including any regulations promulgated thereto, means the section as in effect or as amended. 

3. Notice to MHBE. Any notice required under this Agreement to MHBE shall be 
made in writing to: 

Caterina Pañgilinan
 
Chief Compliance Officer
 
Maryland Health Benefit Exchange
 
750 E. Pratt Street, 16th Floor
 
Baltimore, MD 21202
 
Phone: (410) 547-1838
 
Email: caterina.pangilinan@maryland.gov
 

With a copy to:
 
Sarah W. Rice, Counsel
 
Office of the Attorney General
 
Maryland Health Benefit Exchange Division
 
300 West Preston Street, Ste. 302
 
Baltimore, MD 21201
 
Phone: (410) 547-1279; (410) 767-8670
 
Email: sarah.rice@maryland.gov
 

4. Notice to Non-Exchange Entity. Any notice required under this Agreement to be 
given Non-Exchange Entity shall be made in writing to: 

Address: ________________________________ 
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Attention: ________________________________ 

Phone: ________________________________ 

Email: ________________________________ 

5. Method of Notice. Notices shall be sufficient if made by email and 
acknowledged within 24 hours by reply email, or delivered by a nationally recognized overnight carrier, 
such as FedEx, or via U.S. Mail-Certified Delivery, Return Receipt Requested. 

6. Survival. Any provision of this Agreement which contemplates performance or 
observance subsequent to any termination or expiration of this contract shall survive termination or 
expiration of this Agreement and continue in full force and effect. 

7. Severability. If any term contained in this Agreement is held or finally 
determined to be invalid, illegal, or unenforceable in any respect, in whole or in part, such term shall be 
severed from this Agreement, and the remaining terms contained herein shall continue in full force and 
effect, and shall in no way be affected, prejudiced, or disturbed thereby. 

8. Terms.  All of the terms of this Agreement are contractual and not merely recital 
and none may be amended or modified except by a writing executed by all parties hereto. 

9. Priority.  This Agreement supersedes and renders null and void any and all prior 
written or oral undertakings or agreements between the parties regarding the subject matter hereof. For 
the avoidance of doubt, such null and void prior agreements do not include the Underlying Agreement. 

[Signatures next page(s)] 
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________________________ 

IN WITNESS WHEREOF and acknowledging acceptance and agreement of the foregoing, the 
Parties affix their signatures hereto. 

MHBE: NON-EXCHANGE ENTITY: 

By: _______________________________ By: _______________________________ 

Name: _______________________________ Name: _______________________________ 

Title: _______________________________ Title: _______________________________ 

Date:    _______________________________ Date:    _______________________________ 

Approved as to form and legal sufficiency 
this _____ day of ______________, 2015. 

By: __________________________________ 

Assistant Attorney General 
Maryland Health Benefit Exchange 

Form Date: 04.21.15 
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_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

EXHIBIT 1 

EXHBIT 1 TO NON-EXCHANGE ENTITY AGREEMENT
 

FORM OF NOTIFICATION TO MHBE OF
 

BREACH OF UNSECURED PII
 

This notification is made pursuant the Non-Exchange Entity Agreement between the MARYLAND 
HEALTH BENEFIT EXCHANGE, a public corporation and independent unit of State government 
(“MHBE”) and _______________________________________ (the “Non-Exchange Entity”). 

Non-Exchange Entity hereby notifies MHBE that there has been a breach of unsecured personally 
identifiable information (“PII”) that Non-Exchange Entity has used or has had access to under the terms 
of the Non-Exchange Entity Agreement.  

Description of the breach: 

Date of the breach: _____________________________ Date of discovery of the breach: _____________
 

Does the breach involve 500 or more individuals?  Yes/No
 

If yes, do the people live in multiple states? Yes/No
 

Number of individuals affected by the breach:  ______________________________________________
 

Names of individuals affected by the breach: (attach list)
 

List the types of unsecured PII that were involved in the breach (such as full name, Social Security
 
number, date of birth, home address, account number or other number):
 

Description of what Non-Exchange Entity is doing to investigate the breach, to mitigate losses, and to 
protect against any further breaches: 
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________________________________________________________________________ 

Contact information to ask questions or learn additional information:
 

Name: ________________________________________________________________________
 

Title: ________________________________________________________________________
 

Address: ________________________________________________________________________
 

Email Address: ________________________________________________________________________ 

Phone Number: ________________________________________________________________________ 

Form Date: 04.21.15 
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